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Industry Survey

This is the season for predictions, the time when we start imagining how our companies, technologies 
and market dynamics will evolve in the year to come. Many of the current crop of Top-5 or Top-10 
prediction lists are focused on the growing impact of insider threats — those trusted individuals who 
through malice or negligence or even carelessness cause harm to their organization’s finances, IT 
systems and intellectual property. 

As you’ll see in these pages, Haystax Technology and Crowd Research Partners are joining this 
crowded field of predictions by offering our own Top-5 list — but with a twist. Rather than 
just look ahead and imagine the near future based on our own views and experiences, we’ve 
taken a deep dive into three years worth of survey responses from nearly 1,500 professionals 
who are responsible for security at all types of companies. In doing so we can see how their 
answers have evolved during the last 36 months, and can thereby extrapolate certain emerging 
or continuing patterns and trends for 2018.

Some of our predictions focus on the nature of the attacks and attackers, and how they’re evolving; 
others are about the technology investments companies will make in hopes of mitigating their own 
potential insider threats.

I hope you find the material in this report informative and useful in your own work. Even better, 
I would love to hear from you about your own predictions and plans for 2018. Please check our 
website (www.haystax.com) as we periodically host interactive webinars on how we can better 
protect ourselves from rogue insiders.

Best wishes for 2018!

See our insider threat predictions for 2018 
based on data from nearly 1,500 companies 
that participated in a multi-year research 
study on insider attacks.

Bryan Ware, CEO
Haystax Technology

www.haystax.com
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DEMOGRAPHICS

JOB TITLE
34% 25% 19% 9% 9% 4%

Director           Manager/Supervisor         CTO, CIO, CISCO, CMO, CFO, COO          Vice President           
Specialist            Other

DEPARTMENT

IT Operations        IT Security       Other

COMPANY SIZE

PANEL SIZE

Fewer than 100        100-999         1,000-4,999          5,000-10,000        Over 10,000

59% 30% 11%

5% 37%

1,493

27% 17% 14%

This research is based on the results of a comprehensive online survey of 1,493 cybersecurity 
professionals to gain deep insight into the insider threats faced by their organizations, and the 
solutions needed to detect, remediate, and prevent them. The respondents range from technical 
executives to managers and IT security practitioners, representing organizations of varying sizes 
across all industries.
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PREDICTION #1: 
In 2018, 99% of organizations will report feeling vulnerable to insider attacks. 

In the most recent 2017 study results, 90% of organizations reported feeling vulnerable to insider 

attacks. The main enabling risk factors include too many users with excessive access privileges 

(37%), an increasing number of devices with access to sensitive data (36%), and the increasing 

complexity of information technology (35%). 

64%

90%
74%

2015 2016 2017

99%

2018*

* 2018 data is based on projections from multi-year research data.
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PREDICTION #2: 
Regular employees are surpassing privileged users as biggest insider 
security risk.

59% 60%

46%
51%

56%

61%

49%55%

2015 2016 2017 2018*
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User

Regular
Employee
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80

Security professionals have a unique responsibility to detect, counter and respond to cyber attacks. 

This job becomes more challenging when threats come from within the organization from trusted 

and authorized users. It is often difficult to determine when users are simply doing their jobs, as 

opposed to actually doing something illegal or unethical.

The 2017 survey indicated that regular employees and privileged IT users had roughly the same level 

of risk of becoming a threat. However, the three-year trend has been for the proportion of risky 

regular employees to rise while the proportion of risky privileged users has been declining, leading us to 

predict that 2018 will be the year when regular employees surpass trusted insiders as the greater risk.

* 2018 data is based on projections from multi-year research data.
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PREDICTION #3: 
Proactive monitoring of user behavior is becoming the new normal.

The increasing volume of insider threats have caused cybersecurity professionals to rely less 

on conventional end-point and SIEM tools while deploying more user behavior analytics (UBA) 

solutions to help detect, classify and alert SOC analysts to anomalous employee behavior. The 

number of organizations proactively monitoring their users’ behavior increased significantly by the 

end of 2017, compared to 2016.  We expect this trend to continue in 2018 as artificial intelligence 

enhances UBA technologies.

21%
19%

10%14%14% 16%

29%

15%
6%

2015 2016 2017

Only after
an incident

40%

15%

3%

2018*

Only under specific
circumstances

Yes, proactive
monitoring

* 2018 data is based on projections from multi-year research data.
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PREDICTION #4: 
Only 10% of companies will not leverage analytics to detect insider 
threats in 2018.

The number of organizations that do not leverage analytics continues to decline year after year. 

By the end of 2017, only 14% of respondents said they do not use analytics, compared to 30% 

in 2016.  With a consistent downward trend since 2015, we expect that only 10% or less of 

companies will opt not to leverage analytics to detect risky insiders.

10%

14%

50%

30%
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* 2018 data is based on projections from multi-year research data.
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2015 2016 2017 2018*

57%

34%

42%

49%

PREDICTION #5: 
The majority of companies will continue in 2018 to steadily increase 
their investments in insider threat solutions.

Defending against security attacks is an ongoing challenge; cybersecurity professionals are equally 

concerned about the rise in the volume and frequency of both external and insider attacks. In 2017, 

close to half of the surveyed organizations (49%) expected budget increases. Forty-three percent 

expected their IT budgets to remain steady, while only 1% foresaw their security funding shrinking. 

This was a marked improvement in budget outlook compared to the previous two years’ surveys.

Extrapolating from this trend we expect, for the first time in 2018, budgets will increase at over half 

the companies that responded to the earlier surveys.

* 2018 data is based on projections from multi-year research data.
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